=B - WATFORD
Watford UTC (WUTC) Student Acceptable Use Policy (AUP) for ICT and E-Safety

e | know that WUTC computers and Internet access has been provided to help me with my learningand that other use of
technology may not be allowed. If ’'m not sureif something is allowed then | will aska member of staff

e | know that my use of WUTC computers and Internet access will be monitored and logged

e | will keep my passwordsafeand privateas my privacy, WUTC work and safety must be protected

e | will writeemails and online messages carefully and politely; as | know they could be forwarded or seen by someone |
did not intend. | will also only communicate to people how | expect to be spoken to

e | know that people | meet onlinemay not be who they saythey are. If someone online suggests meeting up then | will
immediately talkto an adultand will alwaysarrangeto meet ina public place, witha trusted adultpresent

e | know that bullyinginanyform (on and off line)is nottolerated and | know that any form of technology should not be
used for harassment

e | will notdeliberately upload oradd anyimages, video, sounds or text that could upset, threaten the safety of or offend
any member of the WUTC community

e |understand thatit may be a criminal offence or breach of the WUTC policy to download or shareinappropriate
pictures, music, videos or other material online.l also understandthatitis againstthe lawto take, saveor send
indecent images of anyone under the age of 18 and will visit www.thinkuknow.co.uk

e | will protect my personal information onlineatall times

e | will notaccess or changeother people files,accounts orinformation

e | willonlyuploadappropriate pictures or videos of others onlineand when | have permission

e |will onlyusemy personal device/mobile phoneina lessonifl have permission from staff.

e | will respectother people’s information and copyright by givinga reference and asking permission beforeusingimages

or text from onlinesources
o | will always checkthatany informationluseonlineisreliableandaccurate
e | will make surethat my internet useis safeandlegal and| am awarethat onlineactions have offline consequences
e | will onlychangethe settings on the computer if staff have has allowed me to, andif | have been granted the
permissiontodo so
e | will not attempt to circumvent restrictions onthe WUTC desktops
e | know thatuse of the WUTC's ICT system for personal financial gain,gambling, political purposes or advertisingis not
allowed
e |understand thatthe WUTC’s Internet filteris there to protect me, and | will nottry to bypass it
e | know thatif the WUTC suspectthat| am behavinginappropriately with technology, then enhanced monitoringand
procedures may be used, such as checkingand/or confiscating personal technologies such as mobile phones and other
devices
e |know thatif I do not followthe AUP then sanctions will beapplied which caninclude:
o Removal of internet access privileges
o Removal of software privileges
o Removal of access to computer hardware
o Removal of personal devices
o Exclusionifoffenceis deemed to be serious
e Ifl amaware of anyone tryingto misusetechnology then | will reportitto a member of staff
o | will speakto anadultl trustif something happens to either myself or another student which makes me feel worried,
scared or uncomfortable
o | willvisitwww.thinkuknow.co.uk www.childnet.com and www.childline.org.uk to find out more about keeping safe
online
e | haveread and talked about these rules with my parents
e Shouldl choseto bringmy own device to school (devices included, butnot limited to; phone, tablet, laptop, e-reader)
then | agree to abide by the WUTC internet filtering policies while connected to the WUTC network
e |agree thatany deviceissuedto me by WUTC to take home, remains the property of WUTC and under the control of
WUTC at all times, this includes monitoringinternet usage, monitoring for key words that could be used to cause
offence, and monitoringfor illegalfile downloads
e |agree thatany deviceissuedto me for useat home, and at WUTC, still remainsa tool for educational purpose. Should
WUTC have suspicionthatthe device is being misused or being used for questionable,illegal or other wise damaging
purposes WUTC can put enhanced monitoringin placeand may prevent me from takingthe device home
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